Find API route, method &
body in Microsoft web
portals

Use Graph X-Ray AddOn

Graph X-Ray - Microsoft Edge Addons

With this add on for Microsoft Edge or Google Chrome you can see what the corresponding website
is doing in the background and display the user interface commands directly in your favorite
programming language.

1. Open Chrome or Edge DevTools (F12).
2. Go to the Graph X-Ray tab.
3. Do the corresponding action in the browser on the Microsoft platform that uses Microsoft

Graph.
4. Then you will see the queries and parameters that the website used for your action.

Graph Call Stack Trace

Find API route

The API route describes the URL on which the requests are executed.

1. Open developer tools in your browser. -> (F12 in Edge & Chrome)
2. Open tab network tracing.


https://microsoftedge.microsoft.com/addons/detail/graph-xray/oplgganppgjhpihgciiifejplnnpodak
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3. Run query in GUI (Intune Admin Center, Azure Portal, etc.).
4. Find query in Network Tracing.
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Response Headers
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[S——

A Provisional headers are shown

Accept: */*
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Under General -> Request URL you can see the API route which was called from the corresponding
web portal.

Find APl method

To find out the REST method used, you can open the Devtools in the same way as for finding the
API route. The network blade will then show which REST method was used under Request Method.
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Request Methos
Status Code: ¥ 200 0K

[ Telemetry

e Headers
Access-Control-Allow-Or

Access-Control-Expose-Headers: ETag, Location, Preference-Applied, Content-Range, request-id, client-request-id, Readuri cyToken, Sdkversion, Wi-Authenticate, x-ms-client-gcc-tenant
client-request-id: 2fb72fcs -af50-40a6-8b7b- 2ch536722207

Content-Encoding: g7ip

Content-Type: application/ json;odata.metadata=nininal;odata. str e; TEEE751Conpat ible=False; charset:

Date: Fri, 02 Dec 2022 11:04.

OData-Versi o

request-id: 2a051564-F685-45d8-b22-666824e207a5

Strict-Transport-Security: max-age=31536000

Transfer-Encoding: chunked

Vary: Accept-Encoding

x-ms-ags-diagnostic: {"ServerInfo”:{"Datacenter”:"North Europe "ScaleUnit":"004

Request Header

A Pprovisional he:

Accept: */*

Accept-Language: en
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Find API body

Requirements: API route must be known (steps above)
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When something is created, a JSON object must be passed to the API. Only the request method
"POST" or "PUT" can be used.

1. Open network tracing in browser.

2. Perform query in GUI (Intune Admin Center, Azure Portal, etc.).
3. Find query in network tracing.

4. Switch to "Payload" and display JSON object.
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